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IHoauTHKA

Ge30MaCHOCTH ePCORATLHBIX AAHHbIX, 06pafaTbiBaeMbIX B HHYOPMANMOHHBIX CHCTEMAX MEPCOHATLHBIX
JAHHBIX paGOTHHKOB H APYTHX Cy0bEKTOB MePCOHATBHBIX AAHHBIX
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000 «Asponopt Cosetckuity ot 01.09.22 . Ne 350

1. OnpeneneHus

B HACTOSIIEM JOKyMEHTE HCIIONB3YIOTCS CIEMYOLINE TEPMUHBI U MX OIPEC/ICHH.

ABTOMaTH3MpoBaHHAsh 00pab0TKa NepCOHANbHLIX NAAHHBIX - 06paboTKa MEePCOHATLHBIX JaHHBIX C
MOMOILLIO CPEICTB BEIYMCIIUTENBHON TEXHUKH.

Be3onacHOCTh MEPCOHANLHBIX JAHHBIX — COCTOSHHME 3allMIIEHHOCTH MNEPCOHAIBHBIX NAHHBIX,
XapakTepu3yemoe CIOCOOHOCTBIO MONBb30BATENEH, TEXHMYECKHX CPEICTB H UHGOPMALHOHHBIX TEXHOJIOTHH
obecreunTh KOH(QUIEHIMATBHOCTD, LeNOCTHOCTh W AOCTYNHOCTh NMEPCOHANBHBIX NAHHBIX TP HX obpaboTke B
MH(OPMALMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHbIX.

BJOKHpOBAHHE NEPCOHATBHBIX IAHHBIX - BPEMEHHOE MPEKpaIlCHHe cGopa, cucTeMaTU3allvH,
HaKOTJIEHHS, UCTIOBb30BaHMS, PACTIPOCTPAHEHH, IEPCOHAITBHBIX NaHHBIX, B TOM YHCIIC VX NICPEatH.

JocTyn K HHGOPMALHHE - BOSMOKHOCTB MOTy4YeHHs HHOPMAIMH 1 €€ MCTIONB30BAHHA.

3amumaemas uuopmanus - HHGOPMALWSA, ABIIOMAALCT NPEIMETOM cOoOGCTBEHHOCTH W TIOAJIEKAIIAL
3alMTe B COOTBETCTBMM C TpeGOBAHMAMM MPABOBBIX NOKYMEHTOB WM TPEGOBAHMAMH, YCTaHABIMBAGMBIMHU
coOCTBEHHUKOM HH(OPMALHH.

MaenTudukanus - NpucBoeHue cyObekram W 0OBEKTaM JO0CTYTIa uaeHTrdukaTopa U (W) CpaBHEHHE
TIPeAbABIAEMOrO UASHTHHUKATOPA C EPSIHEM MPUCBOSHHBIX HIEHTHU(QUKATOPOB.

HudopmManuonHas CHCTEMA MEPCOHAIBbHBIX JAHHBIX - COBOKYIHOCTb CONCPHKAIIMXCA B fazax NaHHBIX
MEpPCOHANIBHBIX JAHHBIX M OOECTIEYHBAIOIIMX HX 06paboTky HMHGOPMAIMOHHEIX TEXHOJIOIHH M TEXHMHYECKHX
CpEeINCTB.

HupopMannoHHasi TeXHOJOTHs - [POLECChl, METOABI IMOHCKa, cbopa, xpaHeHus, 0OpabOTKH,
TpefoCTaBNEHHs, PACTIPOCTPaHEHNs HHGOPMALIH 1 croco0bl OCYIIECTBICHNA TAKUX MMPOLIECCOB ¥ METOIOB.

MCTOUHAK yrpo3bl 6E30MACHOCTH MEPCOHATbHBIX JaHHBIX - CYOBEKT N0CTYIIA, MaTepHaIbHbIH 00BEKT
WM (U3MHYECKOe ABIICHWE, SABISIONIMECS MPUYWHON BOIHUKHOBEHHS YrpO3bI 6E30IaCHOCTH TE€PCOHANIBHBIX
JIAaHHBIX.

KoHnTpoaupyemMasi 30Ha - MPOCTPAHCTBO (TEPPHTOPHSA, 3AaHHE, YaCTh 3[aHUA, IOMEINEHHE), B KOTOPOM
MCKITFOUEHO HEKOHTPOJIMpyeMoe MpeGblBaHue TIOCTOPOHHKX JIHUII, & TAKKe TPAHCTIOPTHBIX, TCXHMHYECKMX W HHBIX
MaTepUalibHBIX CPEICTB.

KoH}HIeHIHATBHOCTL MePCOHATBHBIX MAHHBIX - 00s3aTeNbHOE I cOOIIONIEHUsT OIepaTopoM HITH
MHBIM TIOJYYMBIIHM JOCTYM K MEPCOHATBHBIM JaHHBIM JIMIIOM TpeGOBaHKe He PAacIIPOCTPaHATh UX 63 cornacus
cy6beKTa MepcOHATBHBIX JAHHBIX WM HATWYHSA HHOTO 32aKOHHOTO OCHOBAHHA.

Hapymurens 06€30NaCHOCTH NEPCOHAJIBLHBIX JAaHHBIX - busrdeckoe JIMUO, CIy4adHO MM
IIpeJJHAMEPEHHO COBEpIIAIOIEe ACHCTBHS, CNEICTBMEM KOTOPBIX SBJIACTCA  HApYIICHHC 6e30MmacHOCTH
MEPCOHANBHBIX [aHHBIX MHpH X 00paboTKe TEXHWYECKMMH CpE/CTBAMH B UHQOPMALIMOHHBIX CHUCTEMax
MepCOHATBHBIX JaHHBIX.

HecaHKIHOHHPOBAHHBIH J0CTyN (HeCAHKIHOHHPOBAHHBIE JeficTBHS) - JOCTYI K MHGQOPMAaLMH WK
neiicTBys ¢ HHGOpMaIMel, HapyLAOIINE TIPaBHIIa pasTPaHUHYEHUs OCTYTIA C HCTOMB30BAHMEM HITATHBIX CPEACTB,
MPeIOCTaBISEMBIX HHPOPMALIMOHHBIMH CHCTEMAMH TIEPCOHATIBHBIX NaHHBIX.

HocuTens nHPOPMALNHE - HU3UYECKOE JTHLO WIH MaTepPUaTbHBIH 06BEKT, B TOM YHCIIe (hu3HIecKoe IoJe,
B KOTOPOM MH(OPMALIMsS HAXOAWT CBOE OTPaKeHHE B BHJIC CHMBOIIOB, 06pa3oB, CHHAJIOB, TEXHUUECKHX PELICHHH
¥ [IPOLIECCOB, KOJMYECTBEHHBIX XaPAKTEPUCTHUK QU3HIECKHIX BETHIHH.

O6e3IMuMBaHHE MEPCOHATBHBIX AAHHBIX - I€HCTBUSA, B PE3Y/IbTATe KOTOPBIX HEBO3MOXKHO ONMPENCIUTE
NPUHAIEKHOCTh EPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MepCOHAIBHBIX JaHHBIX.

O6pa6oTka MEpPCOHANBHLIX NAHHBIX - moboe neiictBHe (Omepalys) WM COBOKYITHOCTh NEHCTBHi
(omeparmit), coBepIIaeMBIX C MCTIONB30BAHHEM CPEZICTB ABTOMATH3ALMH MK fe3 MCIOIB30BaHMS TAKMX CPEACTB C
NEpCOHANBHBIMA NAHHBIMHM, BKOUas cGOp, 3amuck, CHCTEMATH3ALMIO, HAKOIUICHHE, XDAHEHHE, YTOUHCHHS
(o6HOBNEHUE, U3MEHEHHE), H3BJICUSHHE, HCITOIB30BAHNE, [ICPeaaTy (pacmpocTpaHeHHe, IPeIOCTaBIEHHE, IOCTYI),

o6e3nuuHBaHKe, GIOKMpPOBaHHUE, YAAJICHHE, YHHUTOKEHHE EPCOHATBHBIX NaHHBIX. _
\
\/



O6BLEKT BLIYHCIATE RO TEXHAKH - CTALIAOHAPHBIA WM [OJBIWKHBIH OGBEKT, KOTOPBIH TPECTABIIICT
coGOl KOMILTEKC CPENCTB BBIMMCIIMTENBHON TEXHHKM, NPeJHA3HAYCHHBIA /Ul BEIMOTHEHMS OMPEICTCHHRIX
dyHkimit o6paboTki mHbopMammu. K obpexTam BBIUMCIIATEIFHON TEXHHKHA OTHOCATCS aBTOMAaTH3MPOBAHHBIC
CHCTEMBI, ABTOMATH3MPOBAHHbIE pabouue MecTa, WH(OPMAIMOHHO-BBIMHCIUTEBHbIE LCHTPEl  H OpyTue
KOMIUTEKCHI CPEJICTB BBIYMCIUTENBHON TexHUKU. K obbekTam BBLIYMCITATEFHOM TEXHUKHA MOTYT OBITh OTHECEHBI
TaKyKe OTHENBHBIE CPENCTBA BBIYHCIHTENBHON TEXHHKH, BBINOTHAIOMMG CaMOCTOATE/IBHBIC ¢yukupu 06paboTKu
uH(opMaLIMH.

OmnepaTop MepCOHATBHBIX JAHHBIX - TOCYNAPCTBEHHBIH OpraH, MYHHLMNATBEHBIA OpraH, FOpHINYECcKoe
WM (U3AYECKOE JTHIO, CAMOCTOATENBHO MM COBMECTHO C JPYrWMH JIHMIAMM  OPraHHsylOIIHe ()
ocyIIecTBIAIomue 06pafoTKy MePCOHATBHBIX JAHHBIX, & TAKKe ONPEACTAIOUINE LCTH 06paboTKU MEePCOHATBHBIX
J@HHBIX, COCTaB MEpCOHANBHBIX JAHHBIX, MOMIEKAIMX 06paboTke, NEHCTBAL (omeparmu), COBepIIaeMbie C
TIePCOHATBHBIMH JJaHHBIMH.

epconanbHble JaHHbIE - J00as HHQOPMALWS, OTHOCAMIASCS MPAMO I KOCBEHHO K ONpPE/ICIICHHOMY
WK ompesenseMoMy (Gpu3HHecKoMy JHLLY (CyOBeKTy MepCOHABHEIX JTAHHBIX).

Monb3oBaTeab HHPOPMANHMOHHOH CHCTEMBI NEPCOHATBHBIX MAHHBIX - JIMIO, YHACTBYIOIISE B
(hyHKIIMOHMPOBAHUH MH(OPMALMOHHOH CHCTEMBI MEPCOHATIBHBIX JIAHHBIX HIH HCIIONB3YIOIEe PE3ybTaThl €

(YHKIIMOHUPOBAHHUS.

Ioab3oBaTeb HHPOPMANMOHHOW CHCTEMBbI MEPCOHANBHBIX NAHHBIX — JHIO, yYaCTBYIOMICS B
(yHKIHOHMPOBAHWM MHGOPMALMOHHON CHCTEMBI MEPCOHATBHBIX NAHHBIX MM HCTIOJB3YIOMICE pe3ynbpTaThl €€
(YHKLIHOHUPOBAHUSI.

IpaBuia pasrpaHAYeHHsl OCTYNa - COBOKYMHOCTh MPABWI, PErIaMeHTUPYIOMIMX Mpasa JOCTyTIa
cyGBEKTOB IOCTYIA K 00BEKTaM IOCTyIa.

MpenocTap/ieHne MepPCOHATBHBIX NAHHBIX - ICHCTBHA, HANPAaBICHHBIC HA PACKPBITHE MepCOHATBHBIX
JaHHBIX ONpeIeSIEHHOMY JIUITy WITH OTIPEeIeICHHOMY KPYTY JIHII.

IIporpamMMHOe HECAHKIMOHHPOBAHHOE (mporpaMMHO-MaTeMATHYECKOE) BO3/(eHCTBHE HA PecypcChl
BO3JeiCTBHE - ABTOMATH3MPOBAHHOW WH(OPMAIMOHHOW CHCTEMBI, OCYIIECTBIACMOC C HCIIOJB3OBAHHEM
BPEIOHOCHBIX ITPOIPAMM.

PacnpocTpaHeHHe MepcOHATBHBIX AAHHBIX - JEHCTBHS, HANPABIEHHbIC HA PACKPBITHE MEPCOHAIBHBIX
JAHHBIX HEOTPE/ICIICHHOMY KPYTY JIHLL.

Pecypc wuH(pOPMANHOHHONH CHCTEMBI - MMEHOBAHHBIA 3JIEMEHT CUCTEMHOIr0, NPUKIAJHOTO HITH
arnmapatHoro obecreueHus QyHKIMOHAPOBAHMUA UH(GOPMALIMOHHON CUCTEMBI.
CucTeMa 3alIATHI - MEPCOHAJIBHBIX [JAHHBIX - COBOKYNHOCTH OpraHOB H (WH) WMCHONHUTENEH,

MCTIONB3YeMOM MMM TEXHHKHM 3allMThl HHPOPMALIUH, 8 TAKKE 06BEKTOB, OpraHU30BaHHAs ¥ (QYHKIIMOHUPYIOIIAs 110
MpaBUIaM M HOpPMaM, YCTaHOBJIEHHBIM COOTBETCTBYIOLUMMH JOKYMCHTAMH B 06J1aCcTH 3aIUTHl I1ePCOHATBHBIX
JaHHBIX.

CpexcTBo KpHITOrpadHyeckol 3amHATHI HHPOpMAUMH - CDPEACTBO  3ALIHTEI HH(OPMALHH,
peau3yiollee aIrOPUTMbI KPUITOrPahudeckoro npeobpasoBanus uH(GOpMALHH.

Cy6bekT ocTyna - JMLO HWIH TIpOLEcc, JeHCTBHMA KOTOPOrO  PerjiaMeHTHPYIOTCA  IHpaBHIaMu
pasrpaHHueHHUs JOCTyIa.

Cy6bekTbl TepCOHANBHBIX JAHHBIX -  PabOTHHKH, ofyuaronecs, Y4aCTHHKH  €IHHOTO

roCyJapCTBEHHOrO 3K3aMeHa (328 HCKIIOICHHEM obydaromuxcs), TpakIaHe, MPHUBICKacMble K MPOBEICHHIO
rocyJapcTBEHHOW WTOTOBOHM aTTeCTAlWH, WIeHBI MPEAMETHBIX KoMuccHil, 0OIlecTBeHHbIe HabmoxaTesny,
CITyIIaTeNy U ApyTHe JIHLA.

Texanueckuil KaHau yTedku HHpopManuu (cpeacTsa o6paGoTkn), nAGOpMANUA - COBOKYIHOCTH
HocuTens (U3HUEeCKOM Cpesibl PacTpOCTPaHEeHHs MH(OPMATHBHOTO CHIHana M CPE/ICTB, KOTOPBIMH noObIBaeTCA
3amuInaeMas WHGopMarLus.

Texauueckde CpeICTBA HMHMPOPMANHOHHOH CHCTeMBI NEPCOHANBHBIX JAHHBIX -  CPCACTEA
BLIUHCIIHTEbHON TEXHHKH, HH(QOPMAIMOHHO-BBIYHMCITMTENbHbIE KOMIUIEKCH M CETH, CPEICTBA M CHCTCMEI
nepenaun, npuemMa ¥ o6paboTKM MEPCOHANBHBIX AAHHBIX (cpencTBa W CHCTEMBI 3BYKO3AIlMCH, 3BYKOYCHIICHHS,
3BYKOBOCIIPOM3BEICHHS, IEPErOBOPHBIC U TEJICBU3HOHHEIC YCTPOMCTBA, CPECTBA U3rOTOBJICHUS, THPAKUPOBAHI
JIOKyMEHTOB U JIpYTHE TEXHUYECKHE CPEACTBA 06paboTku pedeBoH, rpaUIecKoi, BUACO- U 6yKBEHHO-IIH(POBOH
uH(OPMALIMH), TPOrpaMMHbIE CPe/ICTBa (ONePALMOHHbIE CHCTEMBL, CHCTEMEL YIIPAB/ICHHA 6a3aMH JaHHBIX U T.IL),
Cpe/icTBa 3alIMThl HHOPMALH, TPUMEHAEMBIC B uHGOPMAIMOHHBIX CUCTEMAX.

Yrpo3bl 6e30MacCHOCTH MEPCOHAIBLHBIX AAHHBIX - COBOKYMHOCTH ycnoBrit U GaKTOpOB, CO3MAIOLIMX
OTaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM HHMCIIE CTy4aiHOro, HOCTyMa K MepCOHAIBHEIM IaHHBIM, pesylIbTaToM
KOTOpPOrO MOXKET CTaTh YHHYTOXKCHHE, H3MCHCHHC, 6IIOKMpOBaHHME, KONMPOBaHHWE, PacIPOCTPAHEHHE
IepCOHANBHBIX JAHHBIX, & TaK)Ke HHBIX HECAHKIIMOHUPOBAHHDIX neiicTBHit IpY MX 06paGoTKe B MHPOPMALMOHHON
CHCTEME TIEPCOHAIIBHEIX JIaHHBIX.

VHHYTOKEHHE NEePCOHATLHBIX JAHHDBIX - ICHCTBHS, B pe3y/IbTaTe KOTOPBIX HEBOIMOXKHO BOCCTAHOBHTH
cofepykaHHe IMEePCOHATBHBIX JAHHBIX B MHHOPMALIMOHHON CHCTEME TEPCOHATBHBIX NAHHBIX WM B PE3yNbTaTe
KOTOPBIX YHHUTO/KAIOTCS MaTEPUAIbHBIE HOCHTEM NEPCOHATBHBIX HaHHDIX.



VYTeuka (3amumaemMoil) WHPOPMANMHE - HEKOHTPOIMPYEMOE PACIPOCTPAHEHHE HH(OPMAIMU Yepe3
(GuU3MUECKyIO CpeTy 10 OCYLIECTRISIONMIETO TepeXBaT HHPOPMALKH.

IlesiocTHOcT,  WHpOpMANMHH —  CHOCOOHOCTE — CPEACTBA  BBIYMCIMTENBHOW — TEXHHKM WM
ABTOMATU3MPOBAHHON CHCTEMBI OGeCrieuMBaTh HEM3MEHHOCTh MH(OPMALMM B YCIOBHAX CIy4aHHOTo H/WIH
npeIHaMePEHHOT0 UCKaKeHH (pa3pyLIeHHs).

2. Beenenue

Hacrosimas TTonuTHKa 6e30MacHOCTH IMEPCOHABHBIX JaHHBIX, 00pabaThiBaeMbIX B HMH(MOPMAIMOHHBIX
cHcTeMax mMepcoHanbHbIX AaHHex OO0 «Asporopr Coserckuity (nanee -Ilonutuka), sBiseTcs OQULMATBHBIM
JIOKyMEHTOM ¥ pa3paboTaHa B COOTBETCTBHMM C LE/SIMH, 3aJadaMi M MPHHIHNAMU obecriedeHus 6e30macHOCTH
TePCOHANBHBIX JAHHBIX U3/0KeHHbIX B KOHLENIHMH Ge30MacHOCTH MepPCOHANBHBIX JaHHbX, 00pabaTbiBaeMbIX B
uHpopmarmonusix cuctemMax OO0 «Asponopt CoBETCKHI.

B TMonutuke ompenenersl TpeGoBaHus K paGoTHHKaM, 3amemaromuM gomkHocTH B OO0 «Aspomopt
CoBeTCKHil», CTENeHb OTBETCTBEHHOCTH pPaGOTHMKOB, CTPYKTypa MW HeOoOXOOWMBIH YPOBEHb 3alIMIIEHHOCTH,
CTATyC M JOLKHOCTHBIE 0OS3aHHOCTH PaGOTHHUKOB, OTBETCTBEHHBIX 3a 0OecneueHre 6€30MaCHOCTH NEPCOHATBHBIX
JaHHBIX B MHMOPMALIMOHHBIX CHCTeMaX nepcoHabHEIX aHHEIX OO0 «AsporopT CoBETCKHID).

3. O6mue noJioKeHAs

Llenpto HacTosmed IlonuTeku sBisercs obecnedeHHe OGE€30IMaCHOCTH MEPCOHATBHBIX NAHHBIX OT BCEX
BHIOB yrpo3, BHEIIHMX ¥ BHYTPEHHMX, yMbILUICHHBIX M HENpeIHAMEPEHHBIX, MHUHMMM3alMs yuwepba ot
BO3MOJKHOM pean3aliy yrpo3 6e30MacHOCTH MEPCOHAIBHBIX JaHHBIX.

Be30macHOCTh MEPCOHATBHBIX JAHHBIX JOCTHUIAaeTCsl ITyTeM HMCKIFOYEHHS HECAHKIIMOHUPOBAHHOTO, B TOM
upcsIe CIy4aliHOro, HOCTyNa K MEePCOHAIbHBIM JAaHHBEIM, PE3YJBTATOM KOTOPOrO MOXET CTaTh YHHYTOKEHHME,
M3MEHEHHE, OJIOKMpOBaHWe, KOIMWPOBaHWE, pAaCIpPOCTPAaHEHHWE TEPCOHANBHBIX [aHHBIX, 4 TaKKe HHBIX
HECaHKIIMOHUPOBAHHBIX JEHCTBHH.

Wudopmanms W CBs3aHHBIE C HeHM pecypchl JOIKHBI OBITh JOCTYNHBI TOJIBKO JUI aBTOPH30BaHHBIX
nose3oBaTesed. B HHGOPMALIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX JO/DKHO OCYIIECTBIATRCSA CBOSBPEMEHHOE
ofHapysKeHHe Yrpo3 U peardpoBaHHe Ha yrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX TaHHBIX.

B UMH(pOPMALMOHHBIX CHCTEMaX [1€PCOHANBHBIX JAHHBIX HEOOXOIMMO WCKIIFOUMTH BO3MOXKHOCTB
MpeIHAMEPEHHBIX WIH CITy4aifHbIX, YaCTHYHBIX WIH IIOJIHBIX HECAHKIMOHWPOBAHHBIX MOIM(HKALMA WK
YHUYTOKEHHUS TaHHBIX.

IlepeueHs MepCOHABHEIX JAHHBIX, MOJUIEXKAIIKX 3aInuTe, onpezeneH B [lonoxeHuy o nopsiike 06paboTky
u obecniedyeHMH G6e30MacHOCTH WH(OpMalKM KOH(UASHLMAIBLHOIO XapaKTepa, B TOM HYHCJIC IEPCOHATBHBIX
nausex, B OO0 «Asponopt CoBeTCKHUY.

4. CucTeMa 3aUIATHI NePCOHANBHBIX JaHHBIX

CucTeMa 3allKTEl TIEPCOHANTBHBIX JAaHHBIX CTPOMTCSA HA OCHOBAHMH:

o [NepeuHs MepcOHATBHBIX JAHHBIX, MOIEKAIIMX 3allHTE,

° TMepeuts HH(GOPMALIMOHHBIX CHCTEM IEPCOHANBHBIX JaHHBIX;

o AKTa OmpesieieHHs YpOBHS 3allMINEHHOCTH IEePCOHANBHBIX NAHHBIX IIpH HMX obpaboTke B
HH()OPMAIIMOHHON CUCTEME IEPCOHAIBHEIX TaHHbIX,

o YacTHOM MOJEIH YIPO3 H HAPYIIUTENs 6€30I1aCHOCTH MEPCOHAIBHBIX TaHHbIX;

o PyxoBomsuux qokymeHToB ®CTOK Poccun u @Cb Poccun.

Ha OCHOBaHMH 3THX IOKYMEHTOB OMpeaenseTcs HeoOXOAUMBIA ypPOBEHb 3aIlMIICHHOCTH MEPCOHATBHBIX
JaHHBIX B MH(OPMALMOHHOM cucTeme MepcoHaibHbIX AaHHBIX OOO «Aspomopt Coserckuidy. [t Kaxmow
MHGOPMALIMOHHOM CHCTEMBI MEPCOHANBHBIX NAHHBIX JO/UKEH OBITh COCTaBCH CIHCOK HCITONB3YeMbIX
TEXHHYIECKMX CPEJICTB, a TAKKE MPOrPaMMHOr0 00eCTIeYeHH s y4acTBYIOIIErO B 00paboTKe MepCOHANBHEIX NaHHBIX,
MOUIEKALUX 3aIIHTE.

B 3aBHCHMOCTHM OT YPOBHS 3alMINEHHOCTH NEPCOHATBHBIX NAHHBIX B HMH(OPMAIMOHHOM cHCTEMe
MepCOHANLHBIX [aHHBIX M aKTYalbHBIX yrpo3, CHCTEMA 3all[UThl IEPCOHAIBHBIX IAaHHBIX MOXET BKIIOYaTh
ClIeIyFOIHe TEXHUIECKHE ¥ IPOrpaMMHEIE CPECTBA!

o AHTHBHMPYCHBIE CPECTBA U OOBEKTOB BEIMHCIIMTEILHON TEXHHUKH;
o CpPE/ICTBa MEXKCETEBOr0 SKPaHUPOBAHHS,
o cpencTBa KpUNTorpaduyeckoit 3aluThl 3alIMIIaeMoi HH()OPMAIIMHK [0 KaHAJIAM CBSA3H.

Tak ke B CITMCOK JIOJDKHBI OBITH BKIIFOYEHBI (byHKIII/II/I 3allHTEhI, obecreurBaeMble IITATHBIMHA CcpeacTBaMu
HH(?[)OpMaLIHOHHOI:I CHUCTEMbl MNEPCOHAJIBHBIX MNAaHHBIX W ONCPALlMOHHBIX CHCTEM, MPHUKIaaIHbIM TPOrpaMMHBIM
obecrieyeHHEM M CHelHaIbHBIMU KOMIUIEKCAMH, peamM3yrOIMUMH CPCACTBA 3allUTHI. Crmcok (bYHKHHﬁ 3aluThL
MOKET BKJIKOYATH.

o yTIpaBieHHe JOCTYIIOM W pasrpaHH4IeHHe JOCTyTIa IOJb30BaTeNeH;
e PETUCTPALMIO U yUeT AeHCTBUH ¢ HHpOpMaIHeH;

° ofecriedeHre LeIOCTHOCTH JaHHBIX;

° obHapy’KeHHE BTOPKEHUH.



CIHCOK HCITIONB3yeMbIX CPEICTB JOJDKEH MOJCPKMBATECA B aKTyaJlbHOM COCTOAHHH. Bce w3meHeHMs
COCTABAa CHUCTEMBI 3alllUThl MEPCOHAJBHBIX JAHHBIX WM JJIEMCHTOB HH(QOPMALIOHHBIX CUCTEM MEPCOHANBHBIX
JAHHBIX JTOJDKHBI OLITh COTJIaCOBAHBI C OTBETCTBEHHEIM 32 obecreuenne GezomacHoctu I1JIn 8 UCIL[H B OO0
«Asponopt COBETCKHMH», KOTOPBIM ABJIACTCS Beqymuil urkerHep-mporpammuct OO0 «AsponopT CoBeTcKHN»
Macuepckrx MakcuM AJeKCaHAPOBUY.

5. TpeGoBaHHs K HOJACHCTEMAM CHCTEMbI 3AMMTHI MEPCOHAIBHBIX JMAHHBIX
CucTeMa 3alIUThl TIePCOHANBHBIX TaHHBIX BKIIOYACT B cebs creIyroIue MOACHCTEMBL:
° yIIpaBJIeHUs HOCTYIIOM, PETUCTPALMH U yIETa;

obecrieueHus UeJIOCTHOCTH U JJOCTYTHOCTH;
AHTHBHPYCHOM 3alIUTBHI,
MEKCETEBOT0 3KPaHHPOBAHHS;
aHaJIM3a 3aLUIIEHHOCTH;
oGHapyKEHUS BTOPKEHHUM;
KPUNTOrpadM4ECKOM 3alUTEL.

TTOCHCTEMBI CHCTEMBI 3aLIHThI TIEPCOHATIBHBIX JAHHBIX UMEIOT PasiM4HEIA QYHKIMOHAT B 3aBUCHMOCTH
OT YpOBHS 3alIMLIEHHOCTH TEPCOHATBHBIX IAHHBIX TMPH HX o6paboTke B HHDOPMALMOHHOM CHCTEME
MepCOHANBHBIX JAHHBIX, OMPEJEIEHHOro B AKTE ONMpEIE/ICHHA YPOBHS 3AllMIICHHOCTH MEPCOHANBHBIX NAHHBIX
npu ux 06paboTke B MHOPMAIMOHHOH CHCTEME MEPCOHANIbHBIX IAHHBIX.

" 6. IoxcHCTEMbI YIPABJIEHHS JOCTYIIOM, PpETACTPANIHA H y1€Ta

TTofchcTeMa YIIPABIEHHs TOCTYTIOM, PETHCTPAIIMK U y4YeTa NpefHa3HadeHa /Ul peanusaluu CIeTyioliX

byHKIMH:

o AICHTHUKAIIMU U TIPOBEPKH MOTMHHOCTH CyOBEKTOB JOCTyNa MPH BXOAC B UH(GOPMALIMOHHYIO
CUCTEMY NEPCOHATBHBIX TaHHBIX;

° MAeHTH(HUKALMK TEPMUHAJIOB, Y3JIOB CETH, KAHAJIOB CBA3H, BHELIHHX YCTPOMCTB IO JIOTUYECKHAM
MMeHaM; HAeHTHUKALMH POTPaMM, TOMOB, KaTanoros, Gaiiios, samucei, nonek 3amuceil Mo IMeHaM;

o peructpauiu Bxojaa (BbIX0sa) CyOBEKTOB HOCTYNa B CHCTEMY (u3 cucTeMbl), MO0 PEerucTpaluu
3arpy3Kd ¥ MHULHAIM3ALMK ONEPAIHOHHON CHCTEMBI U €€ OCTaHOBA,

o pEeruCTpalLMK MOMBITOK JOCTYTIA IPOTPAMMHBIX CPE/ICTB (IPOrpamM, MPOLIECCOB, 3a1a, 3aJaHui) K
3alUIaeMbIM daiinam;

o PErHCTpAIi TOMBITOK JOCTYNa MPOrpaMMHBIX CPEICTB K TepMUHANAM, KaHajiaM  CBASH,

MporpaMmam, TOMaM, Katanora, hainam, 3armesm, oMM 3ariCeH.

[oacucTeMa yIpaBIeHns JOCTYIIOM MOXKET ObITh peaii30BaHa C MOMOLIBIO INTATHBIX CPE/ICTE obpaboTku
MEPCOHALHBIX JaHHBIX (OMEPALMOHHBIX CHCTEM, npunoskenuii). Tak ke MOKeT ObITb BHEIPEHO CIELHAbHOS
TEXHHYECKOE CPEIACTBO WM MX KOMIUIEKC, OCYIIECTBIIAIOIIME NOMOTHUTEIBHBIC MEPBI 10 ayTeHTH(UKALMU H
KoHTpomo. HampiMep, MPUMEHEHHE IMHBIX XPAHWIMIL YYETHBIX 3aIHCed OMB30BaTeNed ¥ PErUCTPALMOHHOM
MH(QOPMALIMK, WCIIONB30BAHHE OHUOMETPHYSCKHX M TEXHUYECKHX (C TIOMOIIBIO 3JIEKTPOHHBIX TIPOIYCKOB) Mep
ayTeHTH(QUKALMU U OPYTHX.

T Hoacucrema oGecnedeHns NeJIOCTHOCTH | IOCTYHOCTH

ToxcucTeMa obecedeH sl LETOCTHOCTH ¥ JOCTYIIHOCTH NPeIHA3HAYeHa Ul 00eCIIeYeHHUs LETOCTHOCTH U
JOCTYITHOCTH TEPCOHATBHBIX MNaHHBIX, MPOTPaMMHBEIX W annapaTHbIX CPeaCTB UH(OOPMALMOHHEIX CHCTEM
nepconansHex maHHblX OO0 «Asporiopr CoBeTCKHit», a TaK K€ CPEACTB 3aIMUTBI, MPH CITy4aiiHOH WM
HaMepeHHOH MoguQUKaIIMH.

[MoxcucTeMa peau3yeTcs ¢ OMOIIBI0 OPraHU3alMH Pe3ePBHOTr0 KOMMPOBAHHA oGpabaTeBaeMbIX AaHHBIX,
a TaKKe Pe3ePBUPOBAHMEM KIIIOUEBBIX 3IEMEHTOB HH(OPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX NAHHBIX.

8. ToxcucTeMa aHTHBAPYCHOM 3aIHTHI

TMoficHcTeMa aHTHBHPYCHOM 3aIUTH NIpeHa3HaYeHa JUTA 0GecTiedeH s aHTHBHPYCHOH 3alllUThI 00BEKTOB
BoruncrTebHOH TexHHKH OO0 «AsponopT COBETCKHUIY.

CpelcTBa aHTMBHUPYCHO# 3aIMThI MPeIHA3HAUCHBI UL PeaTM3alii CIICyOmHX dbyHKUMH:

o pE3uIeHTHBIH aHTUBUPYCHBIM MOHUTOPHHT;

o AHTUBUPYCHOE CKAaHHPOBAHHE,

o CKPHIIT-0JIOKUPOBAHHE;

° LEHTPaIH30BaHHas/y laNeHHas yCTaHOBKA/IENHCTAIUIALMA aHTUBUPYCHOTO NPOIYKTa, HAaCTpOMKa,
aIMUHHCTPUPOBAHHE, TTPOCMOTP OTHETOB M CTATHCTHYECKOH HH(OPMALIHMH TIO paboTe MpomyKTa,

o ABTOMATH3HPOBAHHOE OOHOBIIEHHE aHTUBUPYCHBIX 6a3;

° OrpaHMYeHHe TPaB IMONB30BATENS HA OCTAHOBKY HCIOTHAGMBIX 3a/iad M M3MEHCHH HaCTpOeK
AHTHBUPYCHOTO MPOrPaMMHOT0 06ecTieueHus,

o ABTOMATHYECKHUIH 3aITyCK Cpasy TOCIIE 3arpy3Ky ONEPAIMOHHON CHCTEMBI.

[MofcHcTeMa peanusyeTes IyTeM BHEIPEHHs CIELHalbHOr0 aHTHBUPYCHOTO IPOrpaMMHOro oGecreyeHus
BO BCE 3JIEMEHThl HHGOPMAIIMOHHBIX CUCTEM MEPCOHATIBHBIX JaHHBIX.



9. IMoacucTeMa MeRCETEBOro DKPaHUPOBAHUSA
TToxcucTeMa MEKCETEBOTO 3KpaHUpPOBaHUA npeaHasHa4eHa I CIICOYyHOIHNX (l)yHKHHﬁ

o (HITBTpAIMK OTKPBITOrO H 3amudposanHoro IP-Tpaduka;

o (UKcalMM BO BHYTPEHHHX JKypHalax HH(QOpMALMH pealu3aluu (3aKpBITOTO) O MPOXOAAIIEM
OTKPBITOM | 3aKpbIToM IP-Tpaduke;

° KOHTPOJIA IEOCTHOCTH CBOEH IPOrpaMMHOK 1 HH(OPMALMOHHON YaCTH;

° (pUIBTPAIMM TAKETOB CITY/KEOHBIX MPOTOKOJIOB, CIIY)AIMX JUIA [MArHOCTHKH H YNPaBICHHA
paboTO# CeTEeBBIX YCTPOWCTB;

o (UIBTPALIMM C YYETOM BXONHOTO W BBIXOJHOTO CETEBOrO MHTep(eiica KaK CPEICTBO MPOBEPKH
TOUTMHHOCTH CETEBBIX a/IPECOB;

o pEeruCTpaLMH ¥ ydeTa 3alpalidBaeMbIX CEPBUCOB TIPUKIIAJHOrO YPOBHS,

° 6IOKMPOBAHMA JIOCTYNA HEMAEHTHOHIMPOBAHHOTO OOBEeKTa WM CyOBeKTa, MOIMHHOCTh
KOTOPOTO MPH ayTeHTH()UKALIMK HE TIOATBEPAMIACh, METOAAMH, YCTOHIHBBIMHU K NIEPEXBATY;

o KOHTPOJISA 33 CETEBOM aKTHBHOCTEIO TIPUIIOKEHHH U OOHAPYI/KEHHS CETEBBIX aTaK.

[TomcucTeMa  peanusyercs  BHEOPEHHMEM  NPOrPaMMHO-alNapaTHBIX — KOMIUIGKCOB — MEXCETEBOTO
SKPaHUPOBaHHs Ha FPAHUILIE CETH.

10. TloacucTemMa aHAIM3A 3AIHIIEHHOCTH

[MoacHcTeMa aHAIWM3a 3aIMIIEHHOCTH, JOIDKHA OGECIIeUHBATH BBISBICHHWE YS3BUMOCTEH, CBS3aHHBIX C
OIMOKAMH B KOH(HUIypaIlMy MPOrpaMMHOro obecreyeHus WH(OPMALMOHHO!N CHCTEMBI NEPCOHATBHBIX NaHHBIX,
KOTOpBIE MOTYT ObITh KCIIONB30BAHE! HAPYLIMTENEM ISl PeaU3alliHi aTakK Ha CHCTEMY.

DyHKIMOHAT MOJCHCTEMBI MOKET OBITh peanu3oBaH MPOrPaMMHBIMH H NPOrpaMMHO-amapaTHbIMH
CpenCTBaMH.

11. Hoxacucrema 06HAPYKeHUS BTOP/KEHHIH

[MoxcucTeMa OGHApYKEHHsS BTOPKCHUE, NO/DKHA 00ecreYnBaTh BBISBICHHE CETEBBIX aTaK Ha JIEMCHTBI
MH(pOPMAIIMOHHOM CHCTEMBI TIEPCOHAIBHBIX JAHHBIX, MOMKTIOYEHHBIE K CETSM OOLIEro MONMb3OBAHMS H (unm)
MEKIyHapoaHoro obMeHa.

DyHKIMOHAT MOJCHCTEMBI MOXET OBITh peanu3oBaH MPOrPaMMHBIMH M MPOrpPaMMHO-aNIapaTHEIMK
CpeICTBaMH.

12. Ioncucrema KpANTOrpaHIecKon 3aUThI

[MoxcucTeMa KpunTorpadiyeckoil 3allMThl MpeIHa3HayeHa Ul HCKIIOYEHHA HECaHKIMOHMPOBAHHOIO
JOCTYTA K 3allMiiaeMoll HHGOpPMaLHy B HHQOPMAIMOHHBIX CHCTEMaX MePCOHANBHBIX HaHHBIX, TIPH €€ Mepefae
110 KaHAJaM CBSI3H ceTell 0BIero nonp3oBanus 1 (WIH) MEXKITyHApOIHOro 06MeHa.

[ToxcHcTeMa peanusyeTcs BHEAPEHHEM KPUITOrpaduuecKuX NporpaMMHO-annapaTHbIX KOMIUICKCOB.

13. Hosab30BaTead HHPOPMANHOHHBIX CHCTEM NEPCOHATBHBIX JaHHBIX

B KoHliemmu 6e30MacHOCTH MepCOHAIBHBIX NAHHBIX ONpEJEeHbl OCHOBHBIE KATErOPHH MOJB30BATENCH.
Ha OCHOBaHHMH STHX KaTeropHii J0JUKHA GBITh MPOM3BECHA TUIH3ALMA MONTb30BaTeNeH NHPOPMALIOHHBIX CHCTEM
MepPCOHAJILHBIX JAaHHBIX OMPE/ENeH HX yPOBEHb JOCTYTIA K BO3MOKHOCTH.

B MH)OPMAIHOHHBIX CHCTEMaX MepcoHanbHeX JaHHbx OO0 «Asponopt COBETCKUIT» MOYKHO BBIIEIHUTH
CeTyIOIIye IPYTINbI [ONb30BaTeleH, yHacTBYIomuX B 06paboTke NepCOHATBHEIX NaHHBIX: '

. AJMUHKCTPATOp HHPOPMALMOHHON CHCTEMBI TIEPCOHANBHBIX JaHHBIX;
. Omnepartop UHGOPMALIMOHHON CUCTEMBI NIEPCOHATIBHBIX NaHHBIX.
14. AIMHHHCTPATOP HHGOPMANHOHHOH CHCTEMBI IIEPCOHATLHBIX TaHHBIX

AnmuHHCTpaTop WHGQOPMALMOHHOM CHCTEMBI TEPCOHAIIBHEIX NaHHBIX, OTBETCTBEHHEIH 3a HAaCTPOHKY,
BHEJIPEHHE M  CONpPOBOXKAEHME HMHGDOPMAIMOHHOM CHCTEMBI  MEPCOHATBHBIX — NaHHBIX. ObecnieunBaer
(YHKLMOHMPOBAHKE MOACHCTEMBI YIPABIEHHUS JIOCTYTIOM HHQOPMALMOHHOH CHCTEMBI NEPCOHANBHBIX NaHHEIX U
YTIOJHOMOYEH OCYIIECTBIATh MPENOCTABICHHE M PasrpaHHYeHHE JIOCTYNa KOHCHHOTO IMOJIb30BATE/IA (omepatopa
MH(bOPMALMOHHON CHCTEMBI MEPCOHAIBHBIX IAHHBIX) K 3IEMEHTaM, XPaHAIIMM [epCOHAJIBHbIC TaHHBIC.

AIMAHHCTPATOp MH(DOPMAIMOHHOH CHCTeMbl NMEPCOHATBHBIX NAaHHBIX OONafacT CIEIYIOUMM YPOBHEM
JIOCTYTIa ¥ 3HAHUK:

o o6namaer MONMHOM wuH(bOpMAlWedl O CHCTEMHOM M TNPHKIAJHOM TPOTPaMMHOM OGecTIedeHHH
UH(OPMALIMOHHOHN CUCTEMBI NIEPCOHAJIBHBIX JJAHHBIX;

o o6nagaeT MoNHON MHGbOpPMALHEH O TEXHMYECKUX CPeNCTBaX M KOHGUIypauuy HH(OPMALMOHHOH
CHCTEMBI NTEPCOHATBHBIX TaHHBIX;

o WMeeT JOCTYNl KO BCEM TEXHMYECKMM CpeICTBaM 00paboTkv HMH(POpPMALMKH M JaHHBIM B
uHGOPMAIIMOHHOM CHCTEME MEPCOHANIBHBIX JaHHBIX;

o 061aaeT BO3SMOKHOCTAMH BHECEHHS M3MEHEHHH B IIporpaMMHoe ofecriedenne HH(OPMAIMOHHOH
CHCTEMBI NIepCOHANBHBIX JAHHBIX Ha CTaIUH €€ pa3spaboTKy, BHEAPEHHSA U COMPOBOXKICHHS,

o obnagaer npaBaMH KOH(QUIypHUpOBaHWS M aIMUHUCTPATUBHON HACTPOWKM TEXHUIECKHX CPEICTB

MH(POPMALMOHHON CUCTEMBI IEPCOHABHBIX IaHHBIX.



15. OmnepaTtop HHGOPMANHOHHOH CHCTEMBI IEPCOHATBHBIX IaHHBIX

OrtepaTopsl MHGOPMAIMOHHOW CHCTEMBI IIEPCOHATBHBIX [aHHBIX — PaGOTHHKH 000 «AsporopT
CoOBETCKHIi», OCYIEeCTRISIOMME 06paboTKy MepcOHANBHBIX mnaHHBIX. OG6paboTka NEPCOHATBHBIX NAHHBIX
BKJTFOYAET: BO3MOXHOCTH IIPOCMOTpPA II€PCOHANBHBIX JAHHBIX, PYYHOM BBOJA TIEPCOHANIBHBIX JaHHBIX B
MHGMOPMAIIMOHHYIO CHCTEMY NEPCOHATBHBIX JAHHBIX, (POPMHPOBAHHE CIPABOK W OTHETOB IO HH(POpMALHH,
MOTYy4eHHON U3 HHGOPMALIMOHHOM CHCTEMBI IIEPCOHANTBHBIX JAHHBIX.

OrnepaTop HE(GOPMAIMOHHOMN CHCTEMBI [ePCOHATBHBIX JAHHBIX 0071a/1aeT CIEIyIOIMM yPOBHEM JOCTYTIA U
3HaHUM:

° o6nafaeT BceMH HeOGXOIUMBIMU aTpUOyTaMH (HATIpHMep, [apoieM), 00eCeYMBalOIUME JOCTYTI
K HEKOTOPOMY MOJIMHOXKECTBY MEPCOHAIBHBIX TaHHBIX;

o pacnosiaraeT KOHQUIECHIMATEHEIMU JTaHHBIMH, K KOTOPBIM HMEET IOCTYIL.

16. AAMHHECTPATOP HHPOPMANHOHHOH 6€301aCHOCTH

AnmuHKcTpatop HH(GOPMAIMOHHON 06e30macHOCTH, OTBETCTBEHHEINH 3a (YHKUHOHHUPOBAHUE CHCTEMBI
3alUThl TIEPCOHAILHBIX JaHHBIX, BKITFOYAA obcimykBaHHE W HaCTPOWKY aIMHHHCTPATHBHOH, CEPBEPHOH U
KJIMEHTCKOH KOMITIOHEHT.

AnmunncTpatop HHGOPMAMOHHOHM 6e30macHOCTH o6naaeT CleayIOIMM YPOBHEM JIOCTYTIA U 3HAHHUIA:

o obnagaeT nonHoi uHdopmanren 06 HHHOPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX NaHHBIX,

o MMeeT MOCTYI K CPeACTBaM 3alUThl MH(OPMAalM¥ W MPOTOKOMMPOBAHMA M K HaCTH KIIFOYCBBIX
37IEMEHTOB MH(OPMALIOHHON CHCTEMBI NIEPCOHAIBHBIX TaHHBIX;

o He MMeeT MpaB NOCTyNa K KOHQUIYpUPOBAHMIO TEXHHYECKHX CPEICTB CETH 32 HCKIIIOYECHHEM

KOHTPOJIBHBIX (MHCTIEKLIOHHBIX).
AnMuHHCTpaTOp HHGOPMALIMOHHON 6€30IaCHOCTH YIIOITHOMOYEH:

o OCYILIECTBIIATh AyAUT CPEACTB 3alUTEl MH(QOPMALIUH;

o OCYIIECTBJISATh KOHTPONb 3@ [GHCTBHAMM TIONB30BaTeNed MH(QOPMALIMOHHOW — CHCTEMEI
MEPCOHANBHBIX JAHHBIX TIPY UX paboTe ¢ NepCOHAbHBIMHI IaHHBIMH,

o YCTAHABMBATh JIOBEPUTENIbHBIE OTHOIIEHHA CBOSH 3alMINCHHOH CETH C CETAMH MAPYTHX

OpraHM3alyi U yupeKIeHUH.

17. TpeGoBanusi K paGOTHHKAM 0 00ecHeIeHHI0 3AUIHThI NePCOHATBHBIX JaHHBIX

Bce paGotauku 000 «Asponopr COBETCKH T, SBIAIONMIMECS MONb30BATENIMH HHDOPMAIIMOHHEIX CHCTEM
NepCOHANBHBIX JTAHHBIX, JI0JDKHBI YeTKO 3HATh M CTPOTO BBHITIONHATh YCTAHOBJEHHBIE MPABHIIA U OOS3aHHOCTH 10
JOCTYIy K 3aIIMIIAeMbIM OOBEKTAM H COOTIONEHHIO YCTAHOBIIEHHOTO pexuMa Ge30IacHOCTH IEPCOHATBHBIX
JAHHBIX.

[Ipy BCTYIUIEHMH B JO/DKHOCTB HOBOTO DPalOTHHKA HEMOCPEACTBEHHBIH PYKOBOIMTENE CTPYKTYPHOTO
MopaseneHus 0073aH OPTraHW30BaTh €0 O3HAKOMIIGHHE C JOJDKHOCTHOHM HHCTPYKLMEH M HEOGXONMMBIMH
JOKyMEHTaMH, PErIaMEHTHPYIOIMMH TPeGOBAHMs [0 3alIMTe MePCOHAIBHBIX NAHHBIX, a Takke OOYHUCHHe
HaBBIKAM BBIIIOTHEHHs TPOLEIYpP, HEOOXOMUMBIX JUIS CaHKIMOHMPOBAHHOTO WCIONB30BAHUS MH(OPMAIHOHHBIX
CUCTEM TMEePCOHABHBIX JAHHBIX.

Pa6OTHHK J0IKeH OBITh 03HAKOMJICH ¢ HacTosLIeH [ToMTHKOM, yCTAHOBIGHHBIMH TIPOLIEypaMu paboThI ¢
371eMeHTaMH MH(OPMALIMOHHOM CUCTEMBI IEPCOHAIBHBIX aHHBIX M CHCTEMOH 3allUTEI TIEPCOHAIBHBIX TaHHBIX.

PaGotauku OO0 «AsporopT COBETCKHMil», HCMONB3YIOLIHEe TEXHHYECKHME CPENCTBA ayTeHTHU(HKALWH,
JOJKHBI 0GECTIeYHBATh COXPAHHOCTh MEPCOHANIBHBIX MICHTHHHUKATOPOB (SMEKTPOHHBIX KIIFOYEH) W HE JOIMyCKaTh
HecaHKLMOHMPOBAHHBIN JOCTYI K HUM, a TAK/Ke BO3MOKHOCT MX YTEPH HJIM UCIONIB30BAHHUA TPETEUMH JIMIaMH.

[ToNb30BaTEN HECYT TIEPCOHATBHYIO OTBETCTBEHHOCT 33 COXPAHHOCTh MICHTH()UKATOPOB.

PaGotnukn OOO «Asponopr CoBeTCKHi» JOJDKHBI CJIeOBaTh YCTaHOBJIIEHHBIM IIPOLEXypaM
NOANEP/KAHMS PeskiMa GEe30TIacHOCTH TIEPCOHANBHBIX JAHHBIX MPH BBIGOPE M MCTIONB30BAHMM Maposieil (eciu He
HCTIONB3YIOTCA TEXHUUECKHE CPEACTBA MACHTU( KA U Ay TEHTHQUKALNH).

PaGotauks OO0 «Asponopt CoBeTCKHi» I0JDKHEI 06eCIeuHBaTh HAJIEKANTYIO 3aIUTy 000py/A0BaHHUS,
ocTaBsieMoro 6e3 NprcMOoTPa, 0COOEHHO B TeX CIIydasx, KOrjaa B MOMEIICHHEe UMEIOT HOCTYIl TIOCTOPOHHHE JIHLIA.
Bce MOMB30BATENH HMHPOPMALMOHHON CHCTEMBl IIEPCOHATBHBIX NAHHBIX MO/DKHBI 3HATH TPeOOBaHWs IO
GE30MacHOCTH TTePCOHATBHBIX JIaHHBIX M TIPOLEAYPHI 3allUTEl 0GOPYIOBAHKMA, OCTaBICHHOrO Ge3 MPHCMOTpa, a
TaKye CBOU 0053aHHOCTH M0 00€CIIeUeHHIO TAKOW 3allHTEL.

PaGOTHHKAM 3ampellaeTcss YCTAHABIMBATH [IOCTOPOHHEE MpOrpamMmHOe obecreueHre, MOIKIIOYaTh
JIMYHBlE MOOWIJIBHBIE YCTPOMCTBA M HOCHTENM MHQOPMALMK, 4 TaKKe 3alMMChiBaTh HAa HHX 3allUINAEMyrO
“H(QOPMALIHIO.

Pa6oTHHKAM 3ampeliaeTcs: pasriiamars 3allHiiaeMyo HHQOPMAIHIO, KOTOpast CTala UM H3BECTHA B CHITY
BBITTOJTHEHHS] KMH CBOMX IO/DKHOCTHBIX 00A3aHHOCTEH.



[Ipu paboTe ¢ NEPCOHANBHBIMH [JaHHBIMH B HH()OPMALMOHHONW CHCTEME INEGPCOHANBHBIX JaHHBIX
paGOTHHKM OOs3aHbl HMCKIIOYHTE BO3MOXKHOCTb IIPOCMOTpA IIEPCOHAIBHBIX [@HHBIX TPETPHMM JIMLAMH C
MOHHUTOPOB OO'BEKTOB BBIUHCIIUTEILHON TEXHUKH.

Tpu 3aBepinenny paGoTsl ¢ WHGOPMALIMOHHON CHCTEMOH MEPCOHATBHBIX JAHHBIX PabOTHHKHM 00s3aHbI
3aIUTUTD OOBEKTHl BEIYMCIUTENLHON TEXHUKH C TIOMOIIBIO OIOKMPOBKH KIFOYOM HITH SKBHBAJIEHTHOrO CPEACTBA
KOHTPOJIS, HAMPUMED, TOCTYIIOM I10 IapOJIIo, ECJIM He MCTIONB3YIoTes 6oree CHIbHBIC CPSACTBA 3alUTHL.

PaGotarks OO0 «Aspomopt CoBeTCKHit» HODKHBI OBITH IPOHHPOPMHPOBAHBI 00 yrpo3ax HapyIlICHHs
pexrMa Ge30MacHOCTH MePCOHANBHEIX JAHHBIX M OTBETCTBEHHOCTH 3a €ro Hapymenwe. OHM MOMKHBI OBITE
O3HAKOMJIEHBl C YTBEP#AIEHHONH (GOpMaIbHOW MPOLEAYPOH HANOKEHHS JUCIMIUIAHADHBIX B3bICKAHWH Ha
paGOTHHUKOB, HAPYLIAOIIMX IPHHATHIE MOTHTHKY ¥ IPOLETyPhl 6€30MaCHOCTH MEPCOHATBHBIX IaHHbIX.

PaGoTHHKM 06513aHEI Ge3 MpoMeIeHns coobuaTh 060 Bcex HaOMIONaeMBIX WIIM MTOJO3PUTEIIBHBIX CIIy4YasX
paboThl MH(OPMAIMOHHON CHCTEMbl IEPCOHATBHBIX JAHHBIX, @ TaKKe O BBISBIEHHBIX HMMH COOBITHAX,
3aTParMBaoIMX GE30MacHOCTh MEPCOHATBHBIX NAHHBEIX, PYKOBOJICTBY M JIMILY, OTBEYAOLIEMY 3a HEMEIJIeHHOS
pearupoBaHue Ha yTpo3bl 6630MacHOCTH NEPCOHATBHBIX TAHHBIX.

18. OTBeTCTBEHHOCTh NM0JIb30BaTe/ el HHPOPMAIHOHHOH CHCTEMbI NEPCOHATBHBIX JAHHBIX

B cooTBeTcTBHM cO cTaThaMu 24 DemepansHoro 3akoHa oT 27.07.2006 Ne 152-®3 «O mepcoHaNBHBIX
JAHHBIX», JMLA, BUHOBHBIE B HAPYIICHWH TPeOOBaHUH HECYT I'DaKAaHCKYIO, YTOJOBHYIO, aqMHHHCTPAaTUBHYIO,
JMCLMITMHAPHYIO W HHYIO TPeIyCMOTPEHHYIO 3aKOHOAaTeIbcTBOM Poccuiickol Denepaiiii OTBETCTBEHHOCTE.

JeiicTBytomee 3aKoHOMATENbCTBO Poccuiickoit Demepally MO3BONAET MNPENbABIATH TPeGOBAHHA 110
obecrieuenno GezomacHod paGoTel ¢ 3amuinaeMod HHGOPMalMEd M IPeIyCMaTPHBAaeT OTBETCTBEHHOCTH 3a
HapyIIeHHe yCTAHOBJIEHHBIX MPaBWi dKcIulyaTamin OBM M cHcTeM, HEMpaBOMEPHBIA JOCTYN K HH(GOPMALHH,
©CJIM 3TH JeHCTBMS TNPHBENH K YHHUTOKEHHIO, OIOKHPOBAHHIO, MOAMGUKALMKM HHOOPMALMH WM HAPYIICHHIO
paboter 9BM witu cetelt (ctathu 272, 273 u 274 YK POD).

[Monb3oBaTend WHOOPMAIMOHHOM CHUCTEMBl IIEPCOHANBHBIX JAHHBIX HECYT OTBETCTBEHHOCTH 3a BCE
NEeNCTBHS, COBEPINEHHBIE OT UMEHH WX YYETHBIX 3allMCEH MM CHCTEMHBIX YYETHBIX 3alMCeH, eC/ii He [OKa3aH
(haKT HECAHKITHOHUPOBAHHOTO UCIIOIB30BAHMUS YUETHBIX 3aIIMCEN.

TIpuBeeHHbIE BbIEe TPeGOBAHWUS HOPMATHBHBIX TOKYMEHTOB IO 3alMTe MH(MOPMAIMH JO/DKHBI GBITh
OTpaskeHbl B JIOKAJbHBIX HOPMATHBHBIX M MpaBoBbIX akTax OO0 «Asponopt CoBETCKHI».
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TIncT o3HakoMieHHs ¢ [ToNMHTHKOH 6e30MacHOCTH MIEPCOHANBHBIX JAHHBIX, 00pafaTeiBaeMbrx B HHPOPMAIIMOHHBIX

CHCTEMAX TEPCOHATBHBIX NaHHBIX PAGOTHUKOB M APYTHX CyOBEKTOB MEPCOHATBHBIX
00O «Aspornopt COBETCKHI», yTBEP/KIEHHON IPUKA30M OT 01.09.22 Ne
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